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Chat Bots == Data Leaks
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Regulations Evolving Quickly
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Make your AI systems secure and 
private by design and by default 

Make sure AI systems you use are 
secure and private by design as well.



Privacy Lawsuits Flying
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Non-obvious Data Flows
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Where's the data?
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• As with any privacy control, you need to know 
what data flows where and who can and 
does see that data.  
• You probably also need to be able to remove 

specific data by request or at the end of a 
retention period. 
• And you need data protection controls.
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Artificial Intelligence
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aka Machine Learning

• 1943: Discovery of the "artificial neuron" 
• 1950's: First AI uses simple algorithms and statistical methods 
• 1960's: Use of bayesian methods for probabilistic inference 
• 1980's: Recurrent neural networks and reinforcement learning 
• 1990's: Support vector machines and Deep Blue Chess 
• 2000's: Support vector clustering 
• 2017: Transformer architecture 
• 2021+: Breakthroughs in generative AI and large generally intelligent models 

I've been a part of ~5 machine learning projects since 2000.
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AI Model 
The knowledge base and 

decision center of AI
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So sensitive to the training data used.
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Example: Web Filtering

Training Data
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REVERSIBLE

Attacks: 
Model inversion 

Membership inference 
Model cloningPrivacy Risks Privacy Risks



AI Model

DATA

DATA

DATA

DATA

DATA

DATASolution 
Approaches  

• Encryption 
• PII redaction 
• Anonymization 
• Di". privacy 
• Synthetic data

Sample Co's  

• Mostly AI 
• Synthesis AI 
• Thales 
• Assembly AI 
• Private-AI 
• Protopia AI 
• DynamoFL

Privacy Risks
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Solution 
Approaches  

• Query filtering 
• Query rate 

limiting 
• Attack simul 
• Compliance 

reporting 
• Code analsysis 
• PII checking 
• Fully 

homomorphic 
encryption

Sample Co's  

• Robust Intellig. 
• Protect AI 
• Cranium 
• Adversa 
• Advai 
• Mindgard AI 
• Enveil Privacy Risks



Big Changes

• That was then; this is now. 
• New tools and capabilities 
• Why build your own models if you don't 

need to?
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Artificial General Intelligence (AGI)

• Large, shared, general-purpose models 
• Large language models (LLMs) 
• GPT3/GPT4 
• Llama2 

• Large vision models
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• Large, shared, general-purpose models 
• Large language models (LLMs) 
• GPT3/GPT4 
• Llama2 

• Large vision models
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Someone else's AGI model

Prompt

Inference

Maybe 90% of use cases covered by 
general purpose models now.



Artificial General Intelligence

• Large, shared, general-purpose models 
• Large language models (LLMs) 
• GPT3/GPT4 
• Llama2 

• Large vision models
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Personalize?

• Our (private) data matters still...
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Option 1: Fine Tuning
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Add data on top of a pre-trained large model.

Sensitive data



Option 2: Add Memory
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Option 2: Add Memory
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MODEL MEMORY
Remembered snapshots of 
documents, images, chats, 
histories, faces, voices, etc.



"Embedding Model"
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Memory

Embeddings



Artificial General Intelligence
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AI Memory
Stored in 

Vector Databases

Used for 
• Eliminating hallucinations 
• Similarity search (semantic 

search, image search, etc.) 
• GenAI (ChatGPT, etc.) 
• Face and voice recognition 
• Recommendation engines 
• Prediction engines 
• More

High fidelity inferences stored 
for later use. 
aka Vector Embeddings
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AI Memory
Stored in 

Vector Databases

Used for 
• Eliminating hallucinations 
• Similarity search (semantic 

search, image search, etc.) 
• GenAI (ChatGPT, etc.) 
• Face and voice recognition 
• Recommendation engines 
• Prediction engines 
• More

High fidelity inferences stored 
for later use. 
aka Vector Embeddings

⚠ Privacy Risks
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Retrieval Augmented Generation (RAG)
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Relevant 
information

CONTEXT

QUESTION

ANSWER
Anchored, constrained, 
without hallucinations

LLM Memory

QUESTION



Attacks
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• Embedding inversion attack 
• Membership inference attack 
• Better results finding sensitive info 
• Source data and metadata



Attacks
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Memory

• Embedding inversion attack 
• Membership inference attack 
• Better results finding sensitive info 
• Source data and metadata

Embeddings are equivalent to their source data.

⚠ Privacy Risks



So Much Private Data
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Memory

[0.123, -0.987, 1.234, ..., 0.004]

{ 
  name: "Patrick Walsh", 
  gender: "Male", 
  title: "CEO", 
  company: "IronCore Labs", 
  birthday: 19xx-xx-xx 
}

⚠ Privacy Risks



Artificial General Intelligence

• New AI use cases 
• New approaches to old AI use cases 
• New AI tech stacks 
• New AI data
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AI Memory Protection
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Memory Privacy

Embeddings

Approaches  

• Property-preserving, 
data-in-use encryption

Sample Co's  

• IronCore Labs



#ISSAPrivacySIG 

Pipelines, Services, Deployment Options



#ISSAPrivacySIG 

Pipelines, Services, Deployment Options

On-prem

Cloud infra

Managed service
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Pipelines, Services, Deployment Options

SaaS IaaS

Less Private 

Easiest Most Complex

More Private

On-premCloud infraManaged service
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Pipelines, Services, Deployment Options

SaaS IaaS

On-premCloud infraManaged service

PrivateMost Private

Easiest Most Complex

Encrypted



How To Secure AI Systems
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SECURE THE 
AI MEMORY

SECURE THE 
AI MODEL

SECURE THE INTERACTIONS

1 2

3



Further materials

• Video tutorials at https://youtube.com/@ironcorelabs  
• More aspects of the Security of AI Landscape 
• More in depth on Protecting Sensitive Data in GenAI Systems 

• Explainers at https://ironcorelabs.com/resources/  
• Details on embedding inversion attacks 
• Go deeper on data protection concepts 

• Reach out to me directly:  
• patrick.walsh@ironcorelabs.com / @zmre / @zmre@mastodon.social
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https://youtube.com/@ironcorelabs
https://ironcorelabs.com/resources/
mailto:patrick.walsh@ironcorelabs.com


QUESTIONS?
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